Abstract-Multi-agent systems can break interactions in distributed and heterogeneous environments, therefore, trust models play a critical role in determining how interactions take place between multiple agents. This paper compared and analyzed some recent trust models based on five important components: architecture, dimension, initial trust, reputation, and risk. Overall results indicate risk and initial trust to be the weakest components, whereas dimension, reputation and architecture are the strong components of the existing trust models. This analysis helps to introduce the standard components of trust and reputation models for e-commerce multi-agent systems, and to identify the weakness and strengths of the models based on these standard components.
I. INTRODUCTION
Trust is a multi-dimension entity which concerns various attributes such as reliability, dependability, security and honesty, among others. Trust can be basically defined as "a particular level of the subjective probability with which an agent assesses that another agent or group of agents will perform a particular action" [1] . The concept of trust has been studied extensively in myriad of domains, particularly in multi-agent systems (Marsh, Sporas etc.), whereby agents collaboratively interact with each other [2] .
However, dealing with trust between humans and agents in multi-agent system is important, especially in e-commerce. Attracting customers is crucial, therefore winning the trust of the customers becomes central. While the agents have partial knowledge of their environment and peers, trust plays a vital role to safeguard these interactions [3] .
Different trust models have been suggested in the literature, such as MARSH [4] , SPORAS [5] , and ReGreT [6] , among others. These models differ from one another based on several standard components, such as the architecture in which they were built on, or in the mechanism used to evaluate risk of a transaction. Therefore, it is believed a comparative analysis of these models based on some of the identified components is needed to gain a better understanding of the trust models. This paper intends to compare and analyze some of the most representative trust models based on five standard components, namely, architecture, dimension, initial trust, risk and reputation. The following section introduces the standard components before presenting the trust models. Finally, the results of the comparison and analysis are discussed. Architecture describes a system, its components and also their inter-relationships. Generally, it can be categorized as centralized or distributed. A centralized architecture is based on a central agent whereas in a distributed architecture, the agents keep track of all the agents' activities. The centralized approach is not deemed to be appropriate for a dynamic environment as the network node that houses the central data may not be accessible all the time [5] . In contrast, the user models are maintained locally by the agents in a distributed architecture. It is not necessary to reveal personal information to a central server, and agents also communicate with one another to collect information or find resources and experts in order to pursue their users' [7] .
II. STANDARD COMPONENTS
Trust can be computed in various perspectives and the classification of the trust value is known as dimension. A trust relationship can involve multiple dimensions according to the type of interactions between two agents [8] , [9] . Most of the existing computational trust models identify different dimensions for evaluating trust. For instance, ReGret [6] and Trust Computation Model (TCM) [10] models have grouped views whereby trust evaluation and decision making are accomplished by a group of agents, instead of an individual agent.
Initial trust is related to trusting a new agent which is attempting to interact. A new agent in the environment may cause a dilemma, especially for systems which base trust solely on reputation. Trust models should allocate an arbitrary level of trust, generally a median value to this new agent [7] , however, the provision of proper initial trust or reputation value to each newcomer should be done carefully as it will have a direct effect on the selection of profitable A Comparative Analysis of Trust Models for Multi-Agent Systems Vimala Balakrishnan and Elham Majd providers [2] . One possible solution is to incorporate a reputation brokering mechanism in which each user can customize its strategies according to the risk implied by the reputation values of its potential counterparts [11] . Other solutions include using pseudonymous identities [5] and trust learning by observation whereby the task of trust learning is transferred to a statistical method, such as Bayesian learning [12] . Reputation is a total measure of trust by all the agents in a network of a service provider [7] . When an agent has to select the most promising interlocutors, it should be capable of allocating a proper weight to the reputation to determine the reliability [9] . Reputation values can be categorized as endogenous and exogenous. Endogenous reputation value relates to the concept of reciprocity, meaning an agent trusts its friends more than strangers. In contrast, exogenous reputation value accepts the reputation ratings presented by unknown agents [13] .
Finally, risk refers to any potential or negative consequences that took place during interactions. It is known that any association or cooperation is less likely when high risks are involved, unless the benefits outweigh the risks. Hence, trust motivates entities to accept a risk when they interact with others [14] . Interestingly not many trust models emphasized on risk, except for a few. For instance, uncertainty was identified as an essential factor in risk management and determination of reliability in [15] . As a rule of thumb, before initiating any interactions agents should evaluate the risk of interactions and trustworthiness of the entities to be engaged.
III. TRUST MODELS
This section describes some of the most representative trust models, focusing only on their main characteristics.
One of the first trust models proposed was Marsh, which was modeled in three dimensions: basic, general and situational trusts [4] . Basic trust is related to good experiences which lead to a greater position of trust, and vice versa. General trust is the trust one agent has in another without taking into account any particular situation whereas situational trust is the amount of trust an agent has in another, taking into account a specific situation. Marsh recognized trust as the risk involved in trusting another agent. This risk-based approach also combines the knowledge about either local or global information of the agents involved. One of the advantages of this model is the way in which trust can be modified.
SPORAS was introduced to improve online reputation models [5] . It is meant for a loosely connected environment, in which agents share the same interest. The reputation value is calculated by aggregating users' opinions, and the two most recent agents are considered for gathering the rating values. SPORAS offers a new approach to measure the reliability of each interaction based on the standard deviation of reputation [16] . It is one of the rare models which considered reliability in its rating method.
HISTOS was later introduced as an improvement to SPORAS [3] .It is based on the principle that an agent trusts its friends more than strangers; hence it provides a simple solution to deal with unreliable opinions. Basically, HISTOS reduces the risk of interactions with a good agent by receiving reliable recommendations from friends.
Trust Computation Model (TCM) is based on a set of required factors to be known prior to making a trust decision [10] . These factors include information about other agents' knowledge base, and interactions during the current task. A key feature of this model is that it considers how much knowledge one should have about the trustee agents in order to make a trust decision. TCM model defines direct trust based on three concepts: familiarity, similarity and past experience, whereas indirect trust is defined based on recommendations.
Finally, ReGret [6] is a decentralized system in which social relations among agents play a critical role [17] . ReGreT manages reputation in three different dimensions: individual, social and ontological interactions. Additionally, its reputation mechanism includes three specialized reputation types, differentiated by the information sources: witness, neighborhood, and system reputations. After every interaction, each agent rates its partner's performance, and the ratings are saved in a local database. An agent applies the information of the stored ratings to evaluate another agent's trust by querying its local database.
IV. COMPARISONS AND DISCUSSION
The trust models in the previous section are compared and analyzed based on the five standard components. The results are summarized in Table II . Generally it can be concluded that risk and initial trust are the weakest components, whereas dimension, reputation and architecture are the strong components of these models. Most of the models are based on distributed architecture except for HISTOS and SPORAS, and therefore they are more suitable for open multi-agent systems. We believe these two architectures can be integrated so that the previous activities are recorded by the agents, and also by the central server.
As for the dimensions, they can be divided into three aspects, namely, services, information sources, and the number of agents participating in an interaction. Models such as MARSH and ReGret considered the services that should be provided by trustee agents using ontological and situational dimensions, respectively. Information sources focus on the sources which can collect information for calculating trust and reputation values of provider agents. Dimension is also represented based on the interaction between two agents involving trustee and trustor agents, such as TCM and ReGret which emphasized on the number of agents to compute trust values in order to make a decision for interactions.
One notable observation is that none of the models emphasized on initial trust with newcomers as a dimension of trust value. More studies are required in the area of trust value process, especially when the newcomer agent can provide critical and beneficial service to the customer agent. HISTOS and SPORAS define a minimum level of reputation ratings for newcomers, which are updated after each interaction. However, SPORAS does not allow the reputation rating of a newcomer to exceed the reputation ratings of other previous users.
As for reputation, ReGret and HISTOS evaluated reputation using endogenous approach, in which personalized reputation value of the agents is based on the group it belongs to. This reputation mechanism can be applied in highly connected communities. Other trust models computed reputation values based on information from any agents in the system, which is, using the exogenous approach.
Among these trust models, risk received the least attention. The element of risk is a very critical factor for each interaction; hence, there is a need to incorporate more consideration for risk in designing future trust models. As shown in Table II , MARSH is the only model that presents a simple approach to manage the risk of each interaction.
